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Setting up Security Tokens: Phone Application/Soft Tokens

1. After logging in to the digital banking platform, go to the “Tools” widget then select
“Settings” and navigate to the “Security” sub tab. Click on the pencil icon next to
"Tokens" to begin registering your "New Soft Token.”

Profile  Security Themes Contact Accounts Applications

Security Information

USERNAME LucyVP2023 s
PASSWORD ~ eeekeaes not displayed for security reasons) 4
Two-Factor Authentication OFF (_ ON
EMAIL CODE 2 email addresses on file [ enasiep ] s
CODE VA SMS 6 SMS-enabled phone numbers on file ENABLED /’
CODE VIA VOICE CALL 6 phone numbers on file am s

Tokens generate codes that can be used in place of a one-time password delivered via
SMS or email

Registered Tokens O New Soft Toker

TOKENS No registered tokens.

2. Register Soft Token. Click Next after downloading and installing "Entrust
ldentityGuard Mobile" app. Instructions on Page 2.

Register Soft Token

Download and install Entrust IdentityGuard Mobile app
from the iOS App Store or Android Play Store.
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Entrust IdentityGuard Security Token Setup

3. Download the Entrust Identity Mobile Application from your App Store or Google Play
Store and search for "Entrust IdentityGuard Mobile App.”

Entrust Identity

ENTRUST

IoenTITIES H : TRANSACTION

— —= ©ENTRUST

7912 0441 @ENTRUST

C/ 7936 4991 Sor RS R e
4454 4636

Details
[

Serlal Humber 27028-27031 842224529
PREMIA OF DALT, SPAIN

Mac 08 10.15.7

View Action History

4. Review and agree to the End User License Agreement. Select the “Add identity later”
option.

11:26 @ 11:26

< App Store < App Store

END USER LICENSE AGREEMENT ADD ACCOUNT

oungaten 0, uepioy cranges, upoates, supprements,

enhancements or upgrades 1o the Software at any  time.
Entrust may, but s not obiigated to, provide maintenance and Let's get started.

support for the Software and Entrust may terminate such

maintenance and support at any time without notce.

912. Force Majeure. Notwithstanding any contrary Select one of the following options to register your
provision in the EULA, neither party will be liable for any action identity with this app.
taken, or any faiure to take any action required to be faken, in
the event and to the extent that the taking of such action or
such failre arises out of causes beyond a party’s control B .
including, without limitation, war, civil commation, act of God, (0%, Scanthe QR Code from your identity provider.
strike or other stoppage (whether partial or total) of labor, any

law, decree, regulation or order of any government or [ —

governmental body (including any court or tribunal).

913, Independent contractors. The parties expressly agree
that the relationship between them is that of customer- > add denty bt
independent contractor

914 Notices. In any case where any notice or other
communication s required or permitted to be given, such
notice or communication will be in writing and (a) personally
delivered, in which case it is desmed given and received upon
receipt or (b) sent by international air courier service with
confirmation of delivery to the addresses stated below, in
Which case it is deemed given and received when delivery is
confirmed. Notices 1o Entrust; 1187 Park Pl, Shakopee, MN
56379-3817, USA. Notices 1o Licensee: Entrust nofice 1o
Customer will be deemed rotice o the Licensees related to
such Customer.

February 8, 2022
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5. On your digital banking screen, enter a name for your token and click next.

Register Soft Token Register Soft Token

Enter a name for your token and click Next to generate a
serial number and activation code to be entered into your
mobile app.

Enter a name for your token and click Next to generate a
serial number and activation code to be entered into your
mobile app.

Token Nickname

Soft Token Demo ‘

BaCk ‘ M

‘ Back ‘

6. Serial number and activation code is displayed on your screen. This information is
needed to be entered in the "Entrust IdentityGuard Mobile" app on your phone.

Register Soft Token

3 On your mobile device, fill out the token name, along with
the provided serial number and activation code.

ADDRESS

TOKEN NAME Soft Token Demo
SERIAL NUMBER 76501-89512
ACTIVATION CODE 5314-1537-8270-5195
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7. On your Entrust IdentityGuard Mobile app on your phone:

a. Select "Manual" option within Identities.

b. Enter your token name under "Name" (Mascoma Bank), Serial Number and Activation
Code which is displayed on the digital banking platform screen. (The Provider URL is not
required)

14110 w &
IDENTITIES <« Smart Card
Soft Token Activation

Fill these fields to proceed with the activation.

Name.

g Soft Token Demo

Ba Provider URL

Serial Number

# 76501-89512

Activation Code

O7 5314153782705195

Passcode Identity Q
cD -
QR Code [INEES

X Add Identity

. Activate Offline
® a B e _

Identities Actions QR Scan Settings

Please read the next steps very carefully. Do NOT select Activate
until you have entered the Registration Code on your computer
screen.



Digital Banking Security Token User Guide: Soft Tokens

8. On your digital banking screen:

Do NOT select the Activate option yet as the Registration Code needs to be
entered into your computer screen.

a. Enter the Registration Code displayed in your mobile app into the digital banking
screen.

b. Click on Register Token.

c. Once you have registered the token and are on your cash management banking
screen, you may proceed with selecting Activate on your mobile device.

14:10 w @ Register Soft Token

<« ACTIVATE IDENTITY
Enter the code below on your portal page, or give it to The app will now present a registration code. Enter it below
your administrator or help desk, to complete the to complete the token registration process.

activation process. This code will not be displayed
again.

Registration Code

20176-68142 20176-68142

8 I have provided the registration code to the
portal, administrator or help desk

t]

Back Register Token

S a 2 o

Identities Actions QR Scan Settings
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9. On the Entrust IdentityGuard App, enter and confirm a 4 digit PIN number of your
choice to ensure only you can access a security code.

CHOOSE IDENTITY PIN CONFIRM IDENTITY PIN
Enter your new Identity PIN. Confirm Identity PIN
Identity PIN Rules Identity PIN Rules
& You must enter a PIN containing 4 digits. & Must match previously entered Identity PIN
NEXT BACK CONFIRM

10. Your Entrust Security Token is now confirmed.
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Using your Entrust IdentityGuard Security Token

1. When accessing your Entrust IdentityGuard App to receive a security token, you will
need to select Verify and enter your 4-digit PIN number to confirm your identity.

12. Your Token Code will then appear and can be entered into the multi-factor
authentication box on your computer screen.

13:09 il 100] 13:10 w T 13:10 100
IDENTITIES <« IDENTITIES
TOKENS
TOKENS i
Soft Token Demo s U;Itoch Tlo(ken |dDenl|(y Soft Token Demo
g oft Token Demo
“ Verify 6654 0885
Forgot your PIN?
1 2 3
aBC DEF
4 5 6
GHI JKL MNO
7 8 9
PaRS TUV wxyz i
+ Add Identity + Add Identity
~ — P o
Q a & o] Q a 8% e

oF
Identities Actions QRscan Settings o dentities Actions. QRScan Settings



